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Objective and core principles:

To establish the creation of security mechanisms necessary for the prevention and
defense against attacks, espionage, treason, and all other security threats to Asgardian
systems. To ensure the protection of state authorities and citizen information and secure
against possible attacks to national interests, as well as assuring each citizen's rights
to the safety and security of their information as well as the right to access it. These
Articles will enable the creation of regulations to ensure the integrated use of, and
protection of, all Asgardian digital assets from attack - both internal or external, and
both private and public.

Legal basis

Asgardia Constitution, chapter 6 (articles 21-26), article 30 and article 40. Note that this
Act does not mitigate all aspects mentioned in these articles. Act of Acts, 2018.

Definitions

e Legislative Branch of Asgardia (LBA), which consists of Parliament
(which defines this Law};

e Executive Branch of Asgardia (EBA), which is the Government consisting
of Ministries; the EBA implements and executes this Law;

e Judiciary Branch of Asgardia (JBA), which adjudicates legal disputes and
interprets, defends, and applies this Law in legal cases;



e /nformation is knowledge, intelligence and other data and facts;

e /nformation processingincludes access to, creation, modification,
copying, transferring and deletion of information.

e Office of Information Security and Technology (0IST)
e Asgardia Security Analytical Center (ASAC)
e Asgardia Security Operations Center(ASOC)

e Asgardian Information Management Systerm (AIMS)

Article 1: The Offices of IT Security

11 The respective state authorities will be responsible for the implementation of this
Act.

Article 2: Categorization & Classification

21 Alldigitaland analoginformation recorded or maintained by Asgardian will
be categorised and classified with labels as defined and assigned by the
Controlled Information Act of Asgardia.

211 Categorization will define the scope of the purpose of the data or systems or
physical area.

212 Classification defines the sensitivity of the data or systems or physical area.

22 Any human resources with access to systems which process Asgardian data including
but not limited to storing, transmitting, viewing, discussing, or destroying the data, will be
trained in categorization and classification of the information being processed.

23 Any systems which process Asgardian data including systems related to storing,
transmitting, viewing, discussing, or destroying the data must be created or
configured with technical controls appropriate to the categorization and classification
of the information being processed based on its assigned label.

24 Any Asgardia government or private organisation or individual, which fails to comply
with this requirement, will be subject to penalties in line with applicable legislation.

Article 3: Data Processing

31 Implementation of systems for data storage, transmission, destruction, processing,
and display must meet or exceed the specifications of standards set by the respective
state authorities and the laws of Asgardia and implement countermeasures by
safeguarding information security corresponding to relevant international
legislation.



4.1

6.2

Al

311 Third parties providing services to the Asgardian Government must certify
through recurring audits that all systems and resources processing Asgardian data
meet the minimum relevant standards required by regulations.

Article 4: Infrastructure Safety & Security

The relevant state authorities are required to create and maintain the Asgardia Security
Operations Center (ASOC) as applied to and beyond its establishment; whose
responsibility is the creation and maintenance of a safe and secure digital infrastructure
for Asgardia - as defined in applicable regulations.

Article 5: Breach of Duty
51 No Citizen of Asgardia shall take partinany action that directly orindirectly causes
the compromise of any system or information for the purpose of causing harm, which

are subject to due legal process for resolution.

5.1.2 The severity of the sanctions or correction/discipline for each violation will be
defined by applicable regulations.

Article 6: Freedom of Information
6.1 Every Citizen and or resident shall have the right to receive information of their own
interest or of public interest from public entities and government bodies, which shall

be given within time limits prescribed by the laws of Asgardia.

611 The requesting Citizen and or resident is responsible for any fees required to
supply the requested information.

Requests for information may be denied, based on the national interest, or for legal
reasons. Denial of requests can be re-evaluated based on appeal to court.

63 Allinformation requests shall default to approval unless explicitly denied according
to specific, defined grounds. Information can be released in part or whole (redacted)
depending on the classification level and if the declassification has expired. The relevant
state authorities may extend or reduce the classification period.

Article 7: Computer Fraud and Abuse

11 Fraud andrelated activity

Those who knowingly access, retain or distribute data without authorization, or by
exceeding authorised access, to the potential injury of Asgardia and against the
public interest; or who corrupt data belonging to Asgardia or its citizens; shall be

subject to correction or discipline as set forth by the law-court.

Article 8: Asgardian Information Management System (AIMS)
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81 AnAsgardian Information Management System (AIMS) as applied to and beyond its
establishment will be a system of metrics and processes to ensure the safety and
security of all Asgardian Information Systems; and will be established according to
appropriate codes.

Article 9: Security for Medical Records and Personal Information

911 :In accordance with Article 22, Section 7 of the Asgardian Constitution the relevant
state authorities shall ensure the integrity and security of all personal and health
records of Asgardian citizens.

912 :The government shall ensure that Asgardian citizens have full access and control
of their own health and personal records.

Article10: Government and Data Information

1011 Proposals sponsored by the Asgardian Parliament will be stored in a secure
system, as defined in relevant codes.

Article 11: Asgardian Minimum Security Standards Be Defined Appropriately



